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WATCH.REPORT.PROTECT.

WHAT TO REPORT

Surveillance - Using cameras (either still or video),

note taking, drawing diagrams, writing on maps, or using

binoculars or other vision-enhancing devices to record or
monitor base activity.

Elicitation — Attempts to gain information from you
by mail, in person, or by telephone about military opera-
tions, capabilities, or people.

Tests Of Security - Attempts to measure reaction
times or penetrate physical security barriers or procedures
in order to assess strengths and weaknesses.
Acquiring Supplies — Purchase, theft, or unau-
thorized acquisition of explosives, weapons, ammunition,
military uniforms, decals, flight manuals, passes or
badges, or any other controlled items

Suspicious Persons Out Of Place - People
who don’t seem to belong in the workplace, neighbor-

hood, business establishment, or anywhere else.

Dry Run - Pcople getting into position and moving
around according to their plan without actually commit-
ting a

terrorist act. This could also include mapping out routes
and determining the timing of traffic lights and flow.
Deploying Assets — Pcople and supplies getting
into position to commit the act. this is a person’s last
chance to alert authorities before the terrorist act occurs

BE PREPARED TO:

e Give your name and company

o Give your location (as clearly and ac-
curately as you can—give a building
name, number or street)

e Provide a call back phone number

e Remain at your location until con-
tacted by Security Forces

¢ Move to a location as directed by the
Emergency Response Center
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Anti-Terrorism
(609) 754-3238 / 1396 / 1397
DSN: 650-3238 /1396 / 1397
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TO REPORT SUSPICIOUS ACTIVITY
CALL SECURITY FORCES (609) 562-6001

Terrorism

Terrorism is defined as the calculated use
of violence or the threat of violence to in-
culcate fear; intended to coerce or to in-
timidate governments or societies in the
pursuit of goals that are generally political,

religious, or ideological

(Department of Defense Definition)

This pamphlet was developed to
provide situational awareness on
the force protection measures for
Joint Base McGuire-Dix-Lakehurst,
N.J. You are a Force Multiplier ...
providing additional sets of eyes to
help maintain security vigilance
and reporting suspicious activity
that may impact our base commu-
nity and the surrounding area.



FORCE PROTECTION
CONDITIONS (FPCON)

Increasing
Sample Protective Protection

Measures
> Vehicle Inspections
> Gate Guards m
> ID Checks
> Barriers
> Patrols
Alpha

FPCON NORMAL

> There is a general
global threat of
possible terrorist
activity that warrants a
Routine Security
Posture only

- Aterrorist attack is
always possible ) )

. Best information Expect to_ see a routine
available offers no security posture
indication of probable
attack

FPCON ALPHA

> There is a general threat of
Possible Terrorist
Activity, the nature and
extent of which is
Unpredictable, against
personnel and facilities

- General conditions
suggest possible violence

- Nothing indicates that the
base or the local area is
targeted

» FPCON Alpha must be

capable of being maintained
indefinitely

Expect random vehicle
checks and increased crime
prevention efforts

FPCON BRAVO

m An increased and more
Predictable Terrorist
Threat Activity exists

- Specific information
suggests probable violence

- Nothing indicates that this
installation is targeted

- Extra precaution is Expect to see closer inspection
appropriate to deter terrorist of vehicles and deliveries, ID
planning checks, and A greater presence

- Must be capable of being of guards on JB MDL

maintained for weeks
without hardship

FPCON CHARLIE

> An incident occurs or
intelligence indicates that
Terrorist Targeting
Against Personnel and
Facilities is Imminent

- Evidence of terrorist attack
planning, such as terrorist

surveillance or reports from .
local sources Expect rigorous efforts to
inspect vehicles and facilities

- Strong protective measures
are required, but JB MDL
must continue routine
mission activities

- Implemented for only a
short period of time

FPCON DELTA

> A Terrorist Attack Has
Occurred or Intelligence By 1"'““'! T
. . S (UL
indicates /mminent 2y == il
Terrorist Action Against Ll
a Specific Location

You may be required to evacuate
the base, or you will not be
allowed on-base without escort

- FPCON Delta is normally
declared as a specific,

localized warning On-base: Follow security forces

- JB MDL will move to a high  instructions — You may be directed
state of alert, and the to evacuate or seek shelter
commander will implement Off-base: You may be denied access

mandatory security measures yntil the incident is over

- Commanders encouraged to
supplement mandatory
security measures

Additional security measures
will delay and interrupt normal
routines

CALL THE JB MDL SECURITY FORCES DESK AT

(609) 562-6001 TO REPORT SUSPICIOUS ACTIVITY

INFOCON is a defense system based

primarily on the status of information
systems and is a method used by the
military to defend against a computer
network attack.

Five INFOCON levels

INFOCON 5 No apparent hostile activity
INFOCON 4 Increased risk of aftfack
INFOCON 3 Risk has been identified
INFOCON 2 Attack has taken place

INFOCON 1 Attacks are taking place,

maximum alertness, compromised systems
isolated from the net

Don'’t forget ... If you see something suspicious,

report it to one of the following Joint Base
McGuire-Dix-Lakehurst offices:

Anti-Terrorism
(609) 754-3238 / 1396 / 1397
DSN: 650-3238 /1396 / 1397
Email: 87abw.ato1@mcguire.af.mil

Base Defense Operations Center
(609) 562-6001

Eagle Eyes Program
(609) 754-8830



